INTRODUCTION
A medical data base is only as good as the data it contains, and the process of collecting medical information and converting it to machinereadable form is fraught with opportunities for error. medical data consists of little more than verifying that each item is of the required type. Far more extensive checks are possible because of the regularities which exist in medical data. A system designer can take advantage of these regularities to construct validity and reasonableness checks. The application of such checks permits the detection of many types of errors, offering the opportunity to improve data quality.
Yet all too often the process of "editing"
There are several reasons why data quality is important. When medical data are used in a clinical setting, the quality of the data has a direct effect on delivery of care to the patient. The medical record is not only a record of the changing status of a patient, it is also an instrument of communication among the health care practitioners concerned with the patient's diagnosis and course of treatment. Inaccurate or incomplete data in the medical record are a serious threat to the patient.
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Susan Peake Grady Memorial Hospital Atlanta, Georgia A corollary to practicing good medical care is monitoring its delivery to make sure good practice standards are maintained. The medical record and the data in it are the main instruments of quality assurance reviews. Inaccurate or incomplete data cannot document adequately the quality of the care actually delivered. Accrediting agencies require assurance of the quality of care. Good data quality is a necessary component of both internal and external reviews of quality of care. Reimbursing agencies can demand accountability for care delivered, and this is likely to increase with growing concern over health care costs. There may also be issues of legal liability.
Finally, there is a growing recognition that good corporate business practices are applicable to operating hospitals. This requires uniformity of data among corporate substructures so that corporate decision making and planning may be carried out effectively, and so that actions within and among departments will not be inconsistent.
Data quality ,?ontro% is a prerequisite to quality assurance and utilization review procedures. To be of use, medical data must be accurate, timely, complete, and retrievable. These characteristics of medical data affect its use in both active (clinical) and retrospective (statistical) data bases.
We consider three general areas where errors may arise: in charting, in abstracting and coding, and in data conversion. In each case we consider the ways in which errors arise, how they may be characterized and measured, what might be done to detect them, and how they affect the use of data.
We consider two general methods of checking data: validity checks and reasonableness checks. Validity checking is the determination that the value of a data item is a member of the set of valid values for that item. Reasonableness checking is the determination that the value of a data item falls within reasonable bounds in the context in which the item occurs.
THE NATURE OF ERRORS
Sources of error in medical data begin with the medical record. The three ways in which charting errors may occur are charting erroneous data, not charting data that should he charted, and incorrect or inadequate record linkage. Errors in primary charting are a real threat to good patient care because they can lead to incorrect actions. The possible results of such errors range from inconveniences to life-threatening situations, such as not having drug allergy information available. Errors in primary charting also cause problems with the retrospective use of medical records. Aggregate analysis or audit of charts requires retrieval of comparable cases and this is made much more difficult by missing data items or sections of the chart. hadequate linkage data may make information about entire episodes of care inaccessible.
The opportunity for error in the abstracting of medical data is enormous. The abstracting process is a filter for the purpose of data reduction, and it has the effect of changing the detail with which we perceive the data. Individual medical records are the written representation of unique human experiences; abstracting reduces our perception of detail to a point at which we are willing to classify sets of records as "the same." This process is not simply one of restating the data, but results in loss of information.
Aside from the usual errors of omission and commission, the major problem which may arise in abstracting is that of inconsistency. If different abstracting procedures are followed for two different records, the abstracts will be incommensu-~ rable; moreover, there will be no way to determine that an abstracting error has occurred. This is especially true of slight variations in technique, which may he both extremely harmful to data correctness and almost impossible to detect.
Coding has many of the same problems as abstracting, but it is even more sensitive to errors of omission. Coding represents the delivery o f medical care--a continuous process--as a set of discrete elements. Errors of omission at this point cause loss of information, which usually cannot be reconstructed by inference because of the discrete nature of coding systems. The person doing the coding is frequently not the person delivering the care, which makes it very hard for coding to reflect accurately all the subtleties of the delivery of care.
Finally, opportunities for error arise when medical data are converted to machine-readable form for computer processing. data are captured for machine processing automatically by instruments which generate machinereadable results. More frequently, however, data from a chart or abstract are converted by keying. The types of keying errors which can occur are errors of omission, substitution, and transposition. In the latter cases, frequently only one or two characters in a data item are erroneous Like abstraccing and coding, keying is generally In some cases medical 87 performed by someone other than the person who delivered the care. Moreover, keying is often performed from a document which is the result of an abstracting and coding process, and by a person with little or no medical knowledge.
The importance of this is that errors in medical data are likely to result in systematic errors in the delivery of medical care to patients. The medical record is an instrument of communication. It is used to pass information among those involved in a single episode of care, as well as to communicate serially between episodes of care. The harmful effects of errors in medical data are most obvious when those data are used for clinical decision-making, but it is also clear that errors in data used for retrospective analyses may lead to delivery of less than optimum patient care over an entire population.
HOW ERRORS ARE DETECTED
The key to detecting errors is redundancy. If the same information is represented in two or more places, or in two or more ways, then a comparison may be made among these representations. The more redundancy which exists in the data, the greater are the opportunities for uncovering errors. In cases where there is a great deal of redundancy, it may even be possible to devise plans for automatic error correction.
Redundancy may be introduced deliberately. The procedure of "key verification" involves having two operators key the same data, then comparing the results. This is quite expensive, and may not be cost effective for some applications. Fortunately, there exist patterns or regularities in medical data items, and in the relationships among them, which provide a certain amount of "built in" redundancy. It is possible to construct validity and reasonableness checks based on these patterns and relationships. troduce redundancy purposely by measuring two or more related variables. This is frequently not only less expensive than the 100% redundancy of key verification, it may also be better because the redundancy is introduced at the time data are collected.
The designer of a data set can inIn a hospital where each patient's sex is shown in the chart as either "male" or "female" we can state categorically that any other entry is in error. This is a validity check. Given a patient's chart showing a temperature of 98.6, we really have two items of information. The first is the number recorded. The second is the implicit information that this number represents the temperature of a human being. Because we know that 98.6 is the normal temperature for a human, we can assert that this value is "likely to be correct". On the other hand, in the absence of information that the patient's body temperature was reduced artificially, we could assert that a value of 89.6 is "likely to be in error." This is a reasonableness check.
V a l i d i t y Checks
We defined v a l i d i t y checking a s "the determination t h a t t h e value of a d a t a item i s a member of t h e set of v a l i d values f o r t h a t item." A g r e a t many items of medical d a t a lend themselves t o val i d i t y checking. In p a r t i c u l a r , any item t h a t i s represented as a code can b e checked f o r v a l i d i t y . The f a c t t h a t an i t e m i s a member of t h e code s e t does not mean t h a t i t i s " r i g h t " but an i t e m which i s not a member of t h e code set i s by d e f i n i t i o n wrong. A "sparse" code s e t (i.e., one i n which t h e set of e n t r i e s i s small compared t o t h e number of p o s s i b l e e n t r i e s ) o f f e r s more redundancy and g r e a t e r opportunity f o r e r r o r d e t e c t i o n .
I n a d d i t i o n t o formal coding schemes l i k e diagnosis o r procedure codes, many o t h e r types of information have well-defined sets of v a l i d values.
W e have given gender as an example. Dates and times of day a r e a l s o examples; f o r each month t h e set of days i s defined. Frequently, a s e t of v a l i d years can be s p e c i f i e d a s w e l l .
V a l i d i t y checks may a l s o be constructed using d a t a from two o r more items. For example, you can v e r i f y t h a t a recorded admission d a t e i s n o t l a t e r than t h e recorded discharge d a t e f o r t h e same episode of c a r e . V i r t u a l l y every d a t e i n a c o l l e c t i o n of medical d a t a can be s u b j e c t e d t o t h i s type of v e r i f i c a t i o n . It i s p o s s i b l e t o d e f i n e s u b s e t s of diagnosis and procedure codes which are a p p l i c a b l e only t o p a t i e n t s of a c e r t a i n s e x o r w i t h i n a cert a i n age range. When two o r more r e l a t e d measurements a r e made, i t may be p o s s i b l e t o c o n s t r u c t v a l i d i t y checks based on t h e n a t u r e of t h e i r r e l at i o n s h i p ;
e . g . , s y s t o l i c a r t e r i a l blood p r e s s u r e can never be less than d i a s t o l i c .
Reasonableness Checks
It may happen i n medical d a t a t h a t a value f o r a d a t a i t e m w i l l be "valid" i n t h e sense discussed above, but s t i l l r e p r e s e n t a c o n d i t i o n which occurs so i n f r e q u e n t l y as t o be almost c e r t a i n l y i n e r r o r . A 
d i a g n o s i s of b r e a s t cancer i n a male pat i e n t i s an example. (Contrast t h i s with a diagn o s i s of p r o s t a t e cancer i n a female p a t i e n t , which we would c a l l ' h o t v a l i d . " ) Many l a b o r a t o r y t e s t s produce r e s u l t s which lend themselves t o t h i s kind of e d i t i n g .

Reasonableness tests can be divided i n t o t h r e e sub-types.
The f i r s t i s a check f o r s t a t i c values which are g e n e r a l l y a p p l i c a b l e . For examp l e , a potassium l e v e l of 7.0 i s "unreasonable" r e g a r d l e s s of who t h e p a t i e n t i s . The second type t a k e s i n t o c o n s i d e r a t i o n t h e p a t i e n t population. A reported age of 87 would be viewed d i f f e r e n t l y i f reported i n t h e records of a sports-medicine c l i n i c than i n a study of Medicare p a t i e n t s . I n t h e t h i r d type, t r e n d s i n an i n d i v i d u a l p a t i e n t a r e considered i n l i g h t of t h e body's capacity t o support such changes w i t h i n t h e r e p o r t i n g i n t e r v a l . I f a p a t i e n t ' s d a i l y weight w e r e r e p o r t e d as 152, 153, 125, 152 w e would r e j e c t t h i s as unreasonable even though any one of t h o s e values taken o u t of context might be reasonable.
It is important t o remember t h a t while an exception t o a v a l i d i t y check i s unequivocally wrong, t h i s i s not t h e case with an exception t o a reasonableness check.
One may f i n d t h a t an except i o n t o a reasonableness check is r e p r e s e n t a t i v e of t h e p a t i e n t ' s c o n d i t i o n , and a way must be provided t o inform t h e v a l i d a t i o n process t h a t t h e unreasona b l e item i s indeed c o r r e c t .
Finding candidates f o r reasonableness checks i s easy; s e t t i n g t h e l i m i t s f o r t h o s e checks i s o f t e n less so. In many c a s e s i t w i l l be p o s s i b l e t o e s t a b l i s h l i m i t s through t h e e x e r c i s e of medical judgement. In o t h e r cases i t may be more approp r i a t e t o use s t a t i s t i c a l methods t o s e t l i m i t s . This i s e s p e c i a l l y t r u e i n population-based checks.
HOW TO IMPLEMENT VALIDATION TECHNIQUES
Implementation of t h e s e v a l i d a t i o n techniques r e q u i r e s a stepwise approach. The f i r s t r e q u i r ement i s t h e d e f i n i t i o n of t h e d a t a set w i t h due regard t o t h e intended purpose of t h e system. The designer must s p e c i f y how each item i n t h e d a t a set w i l l be c o l l e c t e d .
Having s p e c i f i e d h i s d a t a coll e c t i o n methods, t h e system designer w i l l be a b l e t o e s t i m a t e t h e degree of accuracy and consistency with which d a t a w i l l be c o l l e c t e d . For each item i n t h e d a t a s e t , consider how a c c u r a t e l y i t may be obtained, how important i t is t o t h e system's opera t i o n , and t h e c o s t s of techniques f o r v a l i d a t i n g
t h e i t e m and c o r r e c t i n g any e r r o r s . I n t h i s way, a c o s t / b e n e f i t r a t i o can be developed f o r each i t e m i n t h e d a t a set. You may n o t be a b l e t o q u a n t i f y t h i s r a t i o f o r each i t e m , but t h a t must n o t preclude c o n s i d e r a t i o n of t h e c o s t s and b e n e f i t s involved.
I t i s at t h i s point t h a t d a t a v a l i d a t i o n
techniques may be designed i n t o a system. i t y checks should be a p p l i e d f i r s t , followed by reasonableness checks. In each case apply s i n g l ei t e m checks f i r s t , then c r o s s -f i e l d checks. Caref u l c o n s i d e r a t i o n must be given t o t h e case of a c r o s s -f i e l d check i n which one of t h e items has been determined t o be suspect a s t h e r e s u l t of a previous check. Also, remember t h a t i t is necess a r y t o have a mechanism t o o v e r r i d e reasonableness checks.
ValidDon't s p e c i f y v a l i d a t i o n techniques because they a r e easy t o automate. Construct t h e techniques you need and then f i g u r e out how t o automate them. D i f f i c u l t i e s i n automation are l i k e l y t o ar i s e not because of t h e complexity of a process but because of l a c k of r i g o r i n i t s d e f i n i t i o n . I f you have been rigorous i n s p e c i f y i n g your techniques, t h e i r automation w i l l be s t r a i g h t f o r w a r d ; otherwise you f o r c e system implementors t o guess a t what you want.
Once t h e d a t a system i s o p e r a t i n g , you can apply s t a t i s t i c a l sampling techniques t o measure t h e q u a n t i t i e s which were estimated as a p a r t of t h e system design. found t o b e markedly d i f f e r e n t from t h e e s t i m a t e s you can a d j u s t t h e system t o adapt i t t o t h e s e t t i n g i n which i t i s operating.
I f t h e measured values are
CONCLUSION
The quality of data in a medical information system can have a profound impact on the delivery of care, regardless of whether the data are used in a clinical setting or for retrospective purposes. To be useful, such data must be accurate, timely, complete, and retrievable. Yet in the process of collecting medical information and converting it to machine readable form opportunities for error abound. By taking advantage of the redundancies in medical data and analyzing the regularities which exist in such data it is possible to detect many of the types of errors which can occur.
We have described two major types of validation techniques : validity checking and reasonableness checking, and suggested areas in which each can be applied to medical data. We have noted three possible classes of reasonableness checking and suggested applications for each, and we have commented on the process of setting limits for each class of check.
A word of caution is in order. We have discussed ways of assuring the correctness of data. However, controlling the correctness of data does not control the appropriateness of its use. For example, assurance that a birth date is correct does not make it usable as the sole vehicle for record linkage. The system designer must give attention to the intended use of data as well as to the quality of data items to ensure overall quality in a data system. 
